
Welcome to the You Can Do I.T.! Webinar on Documenting and Segmenting Your 
Library’s Network. 
 
I’m Holly Gordon, Library Technology Consultant at Texas State Library and Archives 
Commission. 
 
During the first part of this presentation I’m going to introduce you to the basics of a 
simple network, such as you might have in a small library or even at your home.  At 
the end of this first section you should know the parts of your network, how to talk 
about them to your IT support, and how to start fully documenting your network.   
 
In the second half of this presentation I will discuss the importance of segmenting or 
separating your staff network from the library’s public network.  I will also introduce 
three ways you can segment your networks.   
 
We have a small group on this webinar, so please raise your hand or type in chat if 
you have a question and I will take those as we go.  Also, make sure you have some 
paper and a pen because we are going to make a rough diagram of your network 
during this webinar. 
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Why diagram your network?  This is important documentation so that you know how 
data travels in you network, where bottlenecks are that may slow down connections 
to the internet, and where security problems might be.  This documentation helps 
you get fast service from IT support and helps you to explain needs to funding 
sources.  It also is very important to the staff that replaces you, or covers for you 
while you are out of the library.  
 
While we go through this section keep in mind that every network is different – yours 
will not look exactly like what I am drawing! 

2 



Grab a piece of paper, and at the top of your paper, draw a cloud and label it 
“Internet”.   
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From the cloud, draw a short line down and label that line with the type of 
connection you have.  
 
That line represents how your library attaches to the internet.  There are different 
types of connection: 
--3G or 4G (cellular) 
--DSL (regular phone line) 
--Satellite 
--Cable  
--Fiber 
Which kind of connection does your library have?  Type this in chat if you’d like 
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You get that connection from your “Internet Service Provider” or ISP.  Write the name 
of your ISP near where you wrote the type of connection you have.  In other words, 
you should have something like “Cable – Time Warner Cable” 
 
Who is your ISP?  Type this in chat if you’d like 
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Now draw a little square to represent how your network actually connects to the ISP.  
Somewhere in your library there is usually a device that belongs to the ISP that 
connects your network to your ISP.   
 
Often it is a little box, such as a modem, a fiber board, or a wireless gateway.  What 
kind of device this is will depend on the type of connection you have to the internet 
(DSL, Cable, Fiber, etc.)  Ask your ISP… 
 
For now let’s just label is “Modem?”.   
 
***note how Carson has done this, separating outside from inside… 
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11 



Now draw a line from the modem to another small box.  Label this second small box 
“gateway/router” – there are differences between the two devices, but for this 
simple diagram we will use both terms interchangeably.   
 
Some ISP’s provide modem-gateway combinations, so you might have one box that 
serves both functions.  Often a router has both physical ports and wireless 
capabilities.  You can connect computers and printers and other devices either using 
wires to these ports or wirelessly if the devices have that ability.   
 
 
Image: 
http://www.globalsensortech.com/media/catalog/product/cache/1/image/9df78eab
33525d08d6e5fb8d27136e95/b/s/bs903_2.jpg 
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Any questions? 
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Switches are sort of like power strips.  You can typically plug 4 devices into a router, 
and connect many others wirelessly.   
 
However, usually you find that switches are attached to your router, and then 
computers and printers are attached to the switches.   
 
Switches can be dumb or managed – find out which you have.  Explain difference…. 
 
Collect documentation on your switches just as you did for your other devices.   
 
Image: https://www.tigerdirect.ca/applications/SearchTools/item-
details.asp?EdpNo=206349 
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Collect documentation on your Wireless Access Point just as you did for your other 
devices. 
 
Photo: en.wikipedia.org/wiki/Wireless_access_point 
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http://www.ctls.net/technology/ 
This is the layout I often see in small public libraries.  Notice that the staff and the 
public are sharing the same network, and even the same networking equipment!  A 
member of the public can easily snoop the network and remote into a staff computer.  
For example, these situations have happened: 
--a staff member was logged into the software used to write checks while a public 
user remoted in and obtain enough information to write checks. 
--a staff member was working on patron records in the library system, and a public 
user was able to obtain address and phone number information 
--viruses and malware from public computers, even with protection such as 
Deepfreeze, can move onto the staff computers before they are erased from the 
public computer during a reboot. 
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Image: http://www.dreamstime.com/royalty-free-stock-image-blank-check-open-
space-your-text-image19414606 
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Image: http://cliparts.co/phone-book-clip-art 
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Image: http://www.dxna.com/pathogene-tests/influenza-ab-surveillance 
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Not common in small libraries, but might be a good possibility for your library.   
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This is done using smart, managed switches, and is very common in large libraries.  
However, these price of these devices has gone way down and is viable for small 
libraries.   
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Poll –  
Does anyone currently use VLANs to segment their networks?  Common brands for 
these are Meraki (by Cisco) 
 
Image: http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-
2/25ew/configuration/guide/conf/vlans.html 
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DHCP 
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We are going to change this unsegmented network… 
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To this segmented network. 
 
Thanks to Robert Williams for this illustration, from his workshop on making your 
library network more secure for about $1000 by segmenting it into 2 networks. 
 
Now take a very deep breath… 
 
 

35 



36 



37 



To this segmented network. 
 
Thanks to Robert Williams for this illustration, from his workshop on making your 
library network more secure for about $1000 by segmenting it into 2 networks. 
 
Now take a very deep breath… 
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For more information contact Henry Stokes at hstokes@tsl.texas.gov or Katherine 
Adelberg at kadelberg@tsl.texas.gov 
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