WiFi Router Setup using a Wireless Connection

Disclaimer: Generally, it is considered a best practice to use a secured connection such as SSL or a direct
wired when possible to configure routers. In our case, we will be using the wireless connection on our
laptops for convenience in class.

Connect power to the router
Connect the library’s Ethernet cable to the WAN port
Using another Ethernet cable, connect the laptop to one of the Ethernet ports on the router
Open a web browser (internet explorer, Firefox, etc.) on the laptop.
a. Loginto the router by entering 192.168.10.1 into the address bar
5. With this router, the first time you log in you will see this box:

P wnN e

Authentication Required *

The server http://192.168.10.1:80 requires a username and
password. The server says: E1000.

User Name:

Password:

Cancel Log In

For this first login, leave the username empty and type in “admin” for the password.

. . . *

Authentication Required

The server http://192.168.10.1:80 requiras a username and

password. The server says: E1000.

User Name:

Password: sesss

Cancel Log In
|
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6. This is the first screen you see—Ilots to look at but soon you will know right where to go.

]
CISCO. Firmware Version: 2.1.00

Linksys E1000 E1000

tu Access Applications &
se p ‘Wireless Sscurity Restrictions ‘Gaming Administration Status

DDNS | MAC Addrn slone | Advanced Routing

English
Internet Setup
Internet Connection Type Automatic Configuration - DHCP
Optional Settings
{required by some Internet Host Mame:
Service Providers)
Domain Mame:
MTL: futo Size: 1500
Network Setup
Router Address | b pggress: 192 168 .10 1
Subnet Mask: 255.255.255.0
Device name: Ciscodd478
DHCP Server Setting DHCP Server: ©Enabled | Disabled = DHCP Reservation
Start IP Address: 192 . 188 . 10. 100
Maximum Number of =0
Users:
|P Address Range: 192 168 . 10. 100 to 148
Client Lease Time: 4] minutes (I means one day)
Static DNS 1: 0 .0 .0 .0
Static DNS 2: 0 .0 .0 .0

7. This section is where you tell your router how it will get its own IP address so that it can
communicate to the network. We will leave it at DHCP (dynamic host control protocol), which
will allow it to get its address from an upstream DHCP server.

Internet Setup
Internet Connection Type Autematic Configuration - DHCP
Optional Settings
(required by some Internet Host Mame:
Service Providers)

Domain Mame:

MTU: Auto Size: 1500

You Can Do I.T. / WiFi Router Set-Up
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8. This section is where you set up your local area network (LAN).

MNetwork Setup

Router Address | o a4qress: 192 . 188 . 10 . 1
Subnet Mask: 255.255.255.0 E
Device name: Ciscod3478

DHCF Server Setting | pcp server: O Enabled | Disabled = DHCP Reservaticn

Start IP Address: 192 168 .10, 100
Maximum Mumber of 50
Users:
IP Address Range: 192 168 .10, 100 to 145
Client Lease Time: 0 minutes (0 means one day)
Static DNS 1: ] a .o .0
Static DNS 2: 0 .0 o ]
Static DNS 3: 0 0 LD . D
WINS: ] ] ] 0

9. Thisis a very important part of the setup:
It shows the address of the router (also called the gateway) and you will notice that it is the
same address you see in the location bar of your web browser! This area also contains the
subnet mask and the name of the device.

Network Setup
Router Address P Address: 192 188 .10 .1
Subnet Mask: 255.255.255.0 a
Device name: Cizcod3478
|
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10. Next is the DHCP server settings—this is the section that allows your router to create a local

area network (LAN) using DHCP. For our purposes today, we will use the default settings, which
allow us a DHCP pool of 50 addresses, starting with 192.168.10.100 and ending with
192.168.10.149. This section would also allow us to enter static DNS Servers. Since we are

getting out DNS information automatically from an “upstream server” we can leave those blank

for now.

DHCP Server Setting DHCP Server:

Start IP Address:

Maximum Number of
Usiers:

IP Address Range:
Clignt Lease Time:
Static DNS 1:
Static DNS 2:
Static DNS 3:
WINS:

O Enabled  Disabled DHCP Reservation
192 . 168 .10, 100

a0

192 . 168 . 10. 100 to 145

4] minutes (0 means one day)
0 .0 I
0 .0 o o
0 .0 0 L0
0 .0 0 0

11. Time settings—do you see anything wrong with this picture?

L L (GMT-07:00) Mountain Time (USA & Canada)
Autematically adjust clock for daylight saving changes.

12. With our basic setup complete, we will now set up our wireless network.

Linksys E1000

Access Applications &

Securlty Restrictions Gaming

Administration

| MAC Addr longe | Advanced Routing

Please notice: for each tab, there is a sub-menu of options. Under the wireless tab, we have

several options.

Wireless

Linksys E1000

Access Applications &
Restrictions ‘Gaming

MAC Filter
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13. Some routers, like this one, have a simplified setup (called “WiFi Protected Setup”) that includes
simplified security and other settings. For the purpose of our class, we will use manual settings.

Wireless Security | Wireless MAC Filter

Baslc Wireless Settings

Configuration View: o Manual | ' Wi-Fi Protected Setup™
Network Mode: Mixed

Metwark Mame [SSID): Ciscod3478

Channe! Width: 20MHz only

Channe!: Auto

SSID Broadeast: O Enabled | Disabled

Save Settings Cancal Changes

14. Under Network Mode, we can see that this router supports several flavors of 802.11x WiFi: we
want to allow all possible choices here—so we will leave it at “mixed,” which will support B, G,
and N.

Metwork Mode: v Mixed

Network Name (SSID): W!ralass-BfG Only
Wireless-G Only

Channe! Width: Wireless-B Only L
Channe!: Wireless-N Only
Disabled
5510 Broadcast: — e i
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15. These are the default SSIDs—also known as the name of the wireless network. How boring!

SSID Gateway

CiscoRED 192.168.10.1
CiscoGREEN 192.168.20.1
CiscoYELLOW 192.168.30.1
CiscoBLUE 192.168.40.1

Action Step: Let’s change it to something better!

Metwork Name (SS1D): GeeWhilikers|

16. Whenever you make a change to the router, you always have to “save” for the new settings to
take effect. Here, the save button is at the bottom of the page.

Save Settings Cancel Changes

17. Since we are configuring this using the router’s wireless connection, we will be disconnected
after making a major change like this.

Settings are successful.

Centinue
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18. We will leave the rest of these settings just as they are for now.

Basic Wireless Settings

Configuraticn View: o Manual | ' Wi-Fi Protected Setup™
Metwork Mode: Mixed

MNetwork Name (SSID): GeaWhilikers

Channe! Width: 20MHz only

Channel: Autc

53D Broadcast: O Enabled | Disabled

Save Settings Cancsl Changes

19. In this tab, we would have the opportunity to require a password to allow use of the WiFi
systems. Since we want to have user-friendly services, we will not require a password for this
router. Please note: if you have wireless access for staff, it is strongly recommended that
those connections be encrypted and secured.

Basic Wireless Settings Wireless MAC Filter

Security Mode: Disabled
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20. Even consumer routers have a simple firewall to help protect devices on your LAN. On this

router, the administration panel is a key piece of basic security.
Administration

Router Password: aeesenensaenan
Re-Enter to Confirm: P
Local Management Access Access via: HTTP  IHTTPS
Access via © Enabl Disabled
Remote Management Access Remote Mar Oo

Access via: « HTTP  HTTPS
Remote Upgrade: Enabled + Disabled
Allowed Remote IP * Any IP Address
Address: 0 .0 .0 .0 0
Remote Management Port: 8080

Upnp | ypnp ©Enabled  Disabled
Allow Users to Configure: ) Enabled ' Disabled
Allow Users to Disabie
gy ; Enabled @ Disabled

Backup and Restore Backup Configurations ~ Restore Configurations
Save Settings Cancel Changes

Wireless

VPN Passthrough

Web Fliter

5P| Firewall Protection:

O Enabled

Filter Anonymous Intermet Requests
Filter Multicast

Fitter Internet NAT Redirection

Filtter IDENT (Port 113)

Proxy | | Java [ | ActiveX

Disabled

" | Cookies

Cancel Changes

You Can Do I.T. / WiFi Router Set-Up

Prepared for Texas State Library and Archives Commission by Carson Block Consulting



21. This is a place where you can set a password for your router. *****|t is essential for you to

change the default password***** Default passwords for common routers are easy to find on
the Internet, which is why you must change yours!

Router Password:,  sessssesssasnes

Re-Enter to Confirm; = |==eeeremeeeenees

22. What if you get stuck or make a mistake? The “reset” button will help you start again! It will
erase all settings and bring you back to the factory defaults.

23. Now, let’s set up our laptops to connect!

24. Let’s do a quick test—can we connect to the internet?
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