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Why to care? 

• Stalking 

• Locked out of your email / accounts 

• Anything you put on the net is there 
FOREVER! 

• Authentication, Authorization – identity 
theft 



What to do? 

• Don’t give yourself away! 

– Profiles, preferences, options, Facebook games, 
photo metadata 

• Track your cookies 

– Know what sites are saving information to your 
machine and clean it out (Regular maintenance – 
purge cookies, history, temp files) 

• Manage your email address(es) 

– Use special address for online subscriptions, 
surveys, etc. 



What to do? 

• Watch your usage of the internet at work 

– Companies back everything up, can track usage 
patterns and searching logs 

• Beware the online contests or giveaway 

– They don’t cost you anything… except your 
privacy! 

• If you don’t know them, don’t open it! 

– Opening spam can be a can of worms 

• Online commerce – look for the httpS!! 



What to do? 

• If you wouldn’t give the information out on 
the phone to a person, why give it to a 
website? 

• Read your privacy policies! 

– Who has the right to use and broadcast your 
information? 

– Once you upload files or pictures, are the private? 

– How private? 

– What happens when you want to leave? 



Tools 

• PGP – Pretty Good Privacy 
– Email encryption 

• Autonomizers 
– Proxy server through which to search the net 

• Chrome Incognito 
– Browse the web and leave little evidence left on your 

machine 

• CCleaner 
– Removes Temporary files and registry items 

• Metability QuickFix 
– Removes photo metadata 



Privacy in the News 

• Items from the Electronic Freedom Foundation - 
1/2/14 

– The battle for control over your digital privacy is 
happening on the state level too. https://eff.org/r.d0l5 

– It's a no-brainer: Publicly funded research should be 
free. Read what happened in the 2013 fight for open 
access. https://eff.org/r.alru 

– NYTimes editorial calls for clemency for Edward 
Snowden, says he "has done his country a great 
service" https://eff.org/r.st5x 

https://eff.org/r.d0l5
https://eff.org/r.alru
https://eff.org/r.st5x


References to Look at 
• Privacy Rights Clearinghouse: 

https://www.privacyrights.org/online-privacy-using-internet-safely 

• U.S. Government Pamphlet on Privacy: 
http://www.usa.gov/topics/family/privacy-protection/online.shtml 

• The 5 biggest online privacy threats of 2013: 
http://www.pcworld.com/article/2031908/the-5-biggest-online-privacy-threats-of-
2013.html 

• ARL address the FTC’s monitoring of Google Privacy policies: 
http://blog.librarylaw.com/librarylaw/privacy/ 

• Your Face and Name Will Appear in Google Ads Starting Today: 
http://gizmodo.com/googles-going-to-start-sticking-your-face-and-name-in-
1443861985/1462317340/@ace 

• Removing Photo Metadata: 
http://www.makeuseof.com/tag/3-ways-to-remove-exif-metadata-from-photos-
and-why-you-might-want-to/  

• Electronic Freedom Foundation: 
http://www.eff.org 
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Tech Tools with Tine Webinar presented on January 10th 2014. 

Next week… 
 

Online Security! 


